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1 Introduction

1.1 Purpose of this document

This document provides a step by step description of how to create certificates and configure
their distribution in the large systems. For some of the steps a domain controller and optionally a
Windows Certification Authority are required. It is assumed that these components already exist
in the system as setting up of them is out of this document scope.

The document is written in a way that it makes it easier to troubleshoot the functions, but it does
not necessarily mean that it offers the fastest way to set up the system. For faster system
configuration some steps may be performed in a different order and workstations may be
rebooted once all configuration steps are completed.

1.2 BVMS recording authenticity feature

In case any incident in a public building happens, the security officer needs to export a video clip
and provide it to police as an evidence. Therefore the security system is required to provide a
possibility to check that the exported video was not altered. As per most of the tenders this has
to be achieved by hashing combined with certificates.

The implementation of this requirement in BVMS is following.

VRM BVMS Operator Client

Video with digital

Video with digital ,
camera signature

camera signature

s

iSCSI

Verify hash values and
— Recording _ 2 ' digital signature against
--- Replay - certificate on PC

The camera is signing the hash values with the private key of its HTTPS certificate and saves the
video together with the certificate on the iSCSI. During the video authenticity check BVMS
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Operator Client makes a replay and checks the hash values against the received video footage
and verifies the digital camera signature against the certificate installed in its Windows Certificate
Store. It uses the certificates installed under trusted root certificates path. The system can handle
certificates that are self-signed or signed by a Certification Authority (CA).

Self-signed certificates are easier to create, but they are not so secure and that also would mean
that each BVMS Operator Client should have each of the self-signed certificate from each camera
installed on its Windows Certificate Store. Taking into account that a system can consist of more
than 500 cameras and 50 BVMS Operator Clients, the manual setup and maintenance of such a
system requires an inacceptable amount of time.

M‘. ‘ — | BVMS Operator Client

When using a CA signed certificate an effort of creating such a certificate for each camera is
higher. This however provides a higher security and only 1 CA certificate has to be distributed on
each BVMS Operator Client. Nevertheless executed manually for each single large system
component this method also consumes an inacceptable amount of time.

BVMS Operator Client

) M‘! E Sign Certification Authority
il ) = Ie
| R =

Sig certificate — CA
am]_ R / Q certificate
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1.3 Solution concept and system security

In order to configure authenticity check in BVMS system, each camera has to have a certificate
assigned to its HTTPs server. The certificate has to be installed on each BVMS Operator Client
that should be able to verify the video.

Out of the box all cameras have a default certificate, however due to a higher security level and
a lower efforts of certificate installation on the Operator Client computer a CA signed certificate
is more suitable for large systems.

In this solution description camera certificates are created using Configuration Manager (CM). As
CA certificate for signing the camera certificates CM can use a certificate from Domain Controller
(DC) Windows Certification Authority or create its own MicroCA. Certificates of CM MicroCA can
be saved in Certificate Store of the local computer or on a USB stick.

The DC certificate is available in Local Machine Certificate Store. The CM MicroCA certificate
can be saved in the Current User Certificate Store. In both cases certificates with their private
keys are available directly on the computer and CM has to be installed on the same machine in
order to use them. Saving a private key directly on the computer that is constantly online
introduces a risk as this key might be extracted by an unauthorized person who manages to
access the network. Therefore it is recommended to use the CA certificate from a Windows
Certificate Store only if computer can be put offline once the certificate creation is completed. In
case it is not possible, please make sure that the network is properly secured.

A higher security level can be reached by saving a CM MicroCA certificate with its private key on
the USB stick. The USB stick can be secured with encryption and removed from computer once
it is not needed. In this case please consider creating a backup USB stick with the copy of CA
certificate in case the original one is damaged.

Once camera certificates are signed and created, the CA certificate has to be distributed to each
BVMS Operator Client. In this solution concept it is done using Active Directory (AD). The CA
certificate has to be exported by CM and imported to the group policy settings of AD. The exported
CA certificate introduces low risk as only a certificate with public key is extracted in this case.
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1.4 Required system components

In order to configure a bulk certificate creation and distribution, following components have to be
available in the system:

e CM version 7.10 or higher — for creating CA signed certificates in the cameras.

e Configured Windows Certification Authority (Optional) — in case the domain certificate
should be used for signing camera certificates. Setting up and configuring a Certification
Authority is not within the scope of this document.

e Domain Controller with an Active Directory — for distributing the CA certificate to the
workstations.

1.5 Versions

This step by step description was created using following system component versions:

BVMS 10.0.0

CM 7.10

Camera firmware: 5.70 to 7.50

Server OS: Windows Server 2012; Windows Server 2016
Workstation OS: Windows 10

2 Create camera certificates

In order to create CA signed camera certificates a CA certificate has to be available in CM. In the
solution described in this document there are 3 types of CA certificates recommended:

1. CA certificate from DC Certification Authority

2. CM own MicroCA certificate that is saved on the same computer in the Windows
Certificate Store

3. CM own MicroCA certificate saved on a USB stick
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This chapter describes how to load (in case of DC certificate) or create the CA certificates and
how to create and sign the camera certificates. Even though CM can handle multiple CA
certificates, for a normal operation only one CA certificate can be used.

2.1 Using CA certificate from Domain Controller in Configuration
Manager

If a system DC has a Certification Authority with its own CA certificate configured and the network
is properly secured, CM can use this certificate for signing the new created camera certificates.
Please be aware of the risks described in the chapter 1.3.

DC certificate can be loaded to CM in following way:

1. Install CM 7.10 or higher on the same computer where the Domain Certification Authority is
configured.

2. In CM go to Preferences / Security and click on the button Load:

£ Configuration Manager

= AcCcess Directories Metwork Video Logging Appearance

L]
=8 MicroCA

_ ‘ Issued to Issued by Valid until Store location
sk

Mot configured

Create Load

Signature validity [days]

364 -+
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3. Inorder to use the CA certificate from Domain Certification Authority, choose Local Machine
Certificate Store in the drop down menu:

Certificate store type
Off

SmanToken

LISB File

Current User Cerificate Store

Local Machine Cerificate Store

Once the right certificate is chosen, press Load button.

Certificate store type
Local Machine Cerificate Store

Common name

TL-DCA-CA

Cancel
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The loaded certificate is shown under Preferences / Security. This certificate will be
automatically used for signing the new created camera certificates.

% Configuration Manager
= ACcess Directories Network Video Security Logging User Management Appearance Hardware Monitors
()
= ~ MicroCA
L
= Issued to Issued by Valid until Store location Algorithm Trusted
o
TL-DC1-CA TL-DCA1-CA 4162024 1:25:04 PM RSA 2048 = - ﬁ
e
Cd Create Load

2.2 Using MicroCA from Configuration Manager

CM is capable of creating its own MicroCA and sign camera certificates with it. The MicroCA root
certificate can be saved in the local Windows Certificate Store, as a smart token using a smart
card or as a file on USB stick. The step by step description in this chapter concentrates on the
solution with encrypted USB stick and local Windows Certificate Store.
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2.2.1 MicroCA certificate on Windows Certificate Store

The CM MicroCA certificate on Windows Certificate Store can be created in the following way.
By saving CM certificate on the computer that is meant to be online all the time please be aware
of the risks discussed in the chapter 1.3.

1. CM can be installed on any PC that fulfills the requirements from its release letter.

2. Inthe CM go to Preferences / Security and click Create button:

&

Access Directories MNetwork Video Security Logaging User Management

]
=l MicroCA

Issued to Issued by Valid until Store |

Mot configured

Create Load
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3. Select Current User Certificate Store as Certificate store type, enter the rest of the
data in the dialog and press Create button:

F Create CA -

Certificate store type
Current User Certificate Store

v

Key type
RSA 2048

Common name
ChMcertificate

Organization

Bosch

Organizational unit
ST

Locality

Munich

State

Bavaria

Country
DE|

Walid from

Montag , 9. Marz 2020 s

Walid until
Sonntag , 9. Marz 2025 w9

| Create ||| Cancel |

Once a root certificate was created, it appears in the CM under Preferences / Security.
The certificate is now available on the computer and it can be loaded from the Current
User Certificate Store again in case it was deleted from CM configuration.

2.2.2 MicroCA certificate on USB stick

The CM own MicroCA certificate on the USB stick can be configured in a following way:

1. CM can be installed on any PC that fulfills the requirements from its release letter.

2. Insert and unlock an encrypted USB to the computer where CM is installed.
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3. Inthe CM go to Preferences / Security and click Create button:

ACCESS Directories Netwark Video Security Logging User Management

I
= ~ MicroCA

Issued to Issued by Valid until Store |

Not configured

.

4. Select USB File as Certificate store type and location in the encrypted USB stick as
Certificate store location, enter the rest of the data in the dialog and press Create
button:

F Create CA -

Certificate store type
USB File

Certificate store location

s clientENThomson Line\Certificates\CMmi cro&
=y type

RSAZ048

‘Commen name

CMmicroCA

Organization

Bosch

Organizational unit

Security

Locality
Munich

State
Bavaria

Country
DE

alid from

Dienstag , 1. Okiober 2019

Valid wntil

Mittwoch | 30. September 2020

Confirm

EmEEEEEE le

|| Create ||| Cancel
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Once a root certificate was created, it appears in the CM under Preferences / Security.
CM saves the link to the file with certificate, but not the certificate itself. Once the USB
stick is removed no signing with the new created certificate is possible.

] Configuration Manager

Access Directories MNetwork Video Security Logging User Management Appearance Hardware Monitors

4y
= ~ MicroCA
5
= Issued to Issued by Valid until Store location Algorithm Trusted
{
CMmicroCA CMmicroCA 9130/2020 3:22:26 PM PKCS12 File RSA 2048 B o L+ 2 [
S
e Create Load

Signature validity [days]

j6s =i

5. Create a security copy of the USB stick in order to avoid losing the CA certificate in case
the original USB stick gets damaged. For this action no additional steps in CM are needed.
Simply copy the content from one USB stick to the other.

2.3 Replacing CA certificates in Configuration Manager

CM can use multiple CA certificates for signing, however it is possible to use 1 CA certificate at
once. Even though only 1 certificate is used, it has to be replaced regularly once its validity period
has expired.

In order to exchange a CA certificate the currently used one has to be deleted first. This can be
done with delete button next to the certificate under Preferences / Security:

% Configuration Manager
= Access Directories Metwork Video Security Logging User Management Appearance Hardware Monitors
i
B8 Microca
=
. Issued to Issued by WValid until Store location Algorithm Trusted
0
TL-DC1-CA TL-DC1-CA 41672024 1:25:04 PM RSA 2048 [ -
B &
Create Load
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The next certificate can be uploaded or created with load or create buttons like explained in the
chapters 2.1 and 2.2.

2.4 Bulk creation of camera certificates using Configuration Manager

Once CA certificate is available in CM configuration, bulk camera certificates can be created in a
following way:

1. In case cameras are protected with passwords, it makes sense to save their passwords
in CM configuration. For that reason cameras first should be added to CM My Devices tab
by right clicking them and choosing Add to System. If multiple cameras have the same
password, choose multiple cameras in My Devices tab and enter the service password on
the right side under General / Unit Access. Press save button.

Note: If entire VRM is added to the CM My Devices tab, all the cameras in its configuration
and their passwords are automatically included to CM. VRM can be added and
authenticated in the same way like it is described for the cameras above.

£ Configuration Manager = [fi=t -
. v
Camera Recording Alarm VCA Interfaces " @ BOSCH
User Management Date/Time Initialization Camera Calibration
DIMION IP starlightB000 HD (19 192.1 ~ Camera identification ~ Device access
DINION IP starlight 5000 HD 192.1
¥S) TLOCC FlexiDome 7000RD  192.1 i P address &
<multiple=
798_BBk_v10_Dinion8000_HD_... 10.59
796_BBk_v10_DinionB000_MP__. 10,50, CTH Protocol
=multiple= \EI HTTPS i
0004.BBKk_Do_Dinion8000_Rz2  10.59
0002.BBk_Do_Dinion6000_Rz2 1059 peviee name @ ZZ’; R
0001.BBk_Do_Dinion6000_Rzi ~ 10.59
/-1 0003.8Bk_Do_Dinion2000 Rzl 10.59 Camera name & i i
=multiple=
0005.BBk_Do_Dinion8000_Rz1  10.59
0006.8Bk_Do_Dinion6000_Rz2  10.59 @ e
=multiple=
800 VRMO1.BBk_v8_Dinion6000  10.59
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2. Select multiple cameras, right click on them and choose Certificates / Create

3.

Cetrtificate:

Name URL
Unit Access User Management Date/Time Initializal

v Tl
P TL OCC FlexiDome NIN733V03 1921

~ Camera identification

- "E1TL OCC FlexiDome TGGGI RD 1921

#=1 DINION IP starlight 6000 T Delete Itype
*  File Upload 3 e
4 File Download 3
Settings y [Ple=

ﬂ]. Device Network Settings... name
|m Certificates r | L@ Show Certificate...

@ Device Info... |I Create Certificate... I |
£ Blink LED

Click on New:

Device Certificate Common Name Type Progress

FE] 192.168.50.51
FE] 192.168.50.52

192.168.50.50

« [

| Mew... || Cancel |
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4. In the signing request generation mask enter the credentials, choose HTTPS server as
usage and press Create button. If nothing is entered as a Common name, the certificate’s
name will be its camera’s IP address. Please be also aware of restrictions described in
the chapter 4.

Generate signing request -

Key type

Elliptic curve P256 i

Commen name
ChAsigned

Country name

DE

Province
Bavaria
City

Munich

Organization name

Bosch

Organization unit
Security

Usage

HTTPS senver

| Create ‘ ‘ Cancel |

5. In case a CA certificate from USB stick is used, CM will prompt to enter the password
of the certificate file that was configured in the chapter 2.2.2 step 4. Select the check box
Remember so that CM can use the password for signing the certificates of all the selected
cameras. Otherwise CM will ask for a password for every camera separately. Press OK
button to continue.

Password -

Flease enter PIN to authorize accessing the Certificate Authority:

Paszsword

aaauuual

Remember

oK | | Cancel
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6. CM requests certificate signing requests from the cameras, signs them with CA certificate
from its configuration and uploads the signed certificates back to the cameras. Operation
status is shown in the progress bar for every camera separately. Please be aware that
older cameras may take some minutes in order to generate a signing request.

Device Certificate Common Name Type

IrEl 192 168.50.51 CAsigned Camera cerificationr...

D=1 192 168.50.52 CAsigned Camera certificationr_..

»E1 192.168.100.151 CAsigned camera certificationr... || Creating CSR...

New... Cancel

Once the certification is done, the dialog window can be closed with the close button.
Please be aware of restrictions described in the chapter 4.

Device Certificate Common Name Type Progress

v 192.168.50 51 CAsigned Camera signing request

1051 192.168.50.52 Casigned Camera signing request

£ 192.168.100.151 CAsigned Camera signing request
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7. For video authentication feature in BVMS an authentication method has to be configured
in the camera. The setting can be changed in CM under Camera/Video Input while
multiple cameras are selected. SHA-256 method is recommended. Once configured press

save button.
£ Configuration Manager
= O% g General Camera Recording Alarm VCA Me
Name
g&i Video Input Imaging Video Streams Encoder Profile J
v [OOTL S —
=i DINION IP starlight 6000 HD (19 1 ~ Display stamping
{575 DINION IP starlight 6000 HD 1
- TLOCC FlexiDome 7000 RD 1 Camera name stamping
g N
798_BBEk_v10_Dinion2000_HD... 1 =multiple=
s ] 798_BBEk_v10_Dinion2000_MP... 1
G Upload logo | i
0004.BBk_Do_Dinion2000_Rz2 1
. Lego position
El 0002.BBk_Do_DinionG000_Rz2 1
0001.BBk_Do_DinionG000_Rz1 |
Time stamping
00032.BBk_Do_Dinion2000_Rz1 1 4 N
o =multiple=
¥/ 0005.BBk_Do_Dinion2000_Rz1 1
Display miliseconds
0006.BBk_Do_DinionG000_Rz2 ;| i N
[ =multiple=
800 VRMO1.BBE_v9_Diniong000 -
o Alarm mode stamping
% 800 VEMO1.BBk_v9_Diniong000 - of N
oo FLEXIDOME [P starlight 8000i %
oo - Alarm message
FLEXIDOME IP dynamic 7000V... -
FLEXIDOME IP starlight 2000i 1
Transparent background
- AUTODOME IP 7000 HD % of N
FH;E b - : : - i ; Video authentication
- FLEXIDOME IF starlight 6000 VR SHA5E N
,,“-, =] FLEXIDOME IP dynamic 7000V... -
- Signature interval [g]
@ _— =multiple= g

Page 18 of 36



Building Technologies BOSCH

Grasbrunn
From Our Reference Tel 21 Apnl 2020
BT-SC/ESB ‘ No. 1.3
Report
Issue 1.3
Topic Certificate distribution in the large system for BVMS recording authenticity feature

3 Distribute CA certificates to BVMS Operator Client
computers

3.1 Create AD computer group for BVMS Operator Client
workstations

1. Inthe AD computer open the Server Manager and go to Tools / Active Directory Users
and Computers:

Manage Tools View Help

| Active Directory Administrative Center
| Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

H Active Directory Users and Computers I
|| ADSI Edit

Component Services
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2. In the Active Directory Users and Computers navigate to Computers on the left side. On
the right side right click and select New / Group:

B Active Directory Users and Computers |_
File Action View Help
s A B Ed=z= HE 3aETa%
] Active Directory Users and Comy|| Name Type Description
p [ Saved Queries A ATLANTIS Computer
4 5 TLHVDemain 1 BYIMS-0CC Computer
b [l Buittin & BVMS-0CC2 Computer
A DELHI Computer
b = RomsinCantrallers A FC_BVMS Computer Failowver cluster virtual n...
I || ForeignSecurityPrincipals VDT Computer
I+ = Managed Service Accour| & Hyoz g
B Users
Delegate Control...
Find... |
| I Mew I ] . Computer
All Tasks k| Contact |
Refresh || I Group I |i
Export List... | InetOrgPerson

3. Enter the group name and select group scope Global and group type Security. Click
OK.

MNew Object - Group -

'333 Createin:  TL.HVDomain/Computers
i

Group name:
| Workstations| |

Group name (pre-Windows 2000):

| Workstations |
Group scope Group type
) Domain local

() Distribution

() Universal

oK | | Cancel
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4. Right click the new created computer group and select Properties:

B Active Directory Users and Computer
ER A ol '

oo 2[E O/ XDOE BmLaaTEh

: A_cti\re Directory Users and Comy|| Name Type
B || Saved Queries I ATLANTIS Computer
4 4 TLHVDomain 1 BYMS-0CC Computer
| Builtin & BYIMS-0CC2 Computer
- Computers {8 DELHI Computer
[+ 12 Domain Controllers W FC BYMS Computer
b J ForeignSecurit._\,rPrincipals O YD1 Computer
I s Managed Service Accour 1K Hvo2 Computer

I [] Users 8 " = =

Lo l"[oup“.
Add to a group...

Move...

Send Mail

All Tasks 0
Cut

Delete

Rename

| I Properties I |

5. Press Add button in order to add the BVMS Operator Client workstations to the group:
Workstations Properties _

| General | Members | Member Of | Managed By |

Members:

Mame Active Directory Domain Services Folder

[ ok || Cancel Apply
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In the next dialog click on the Object Types and check Computers and press OK in order

to be able to enter the workstations’ host names.

Select Users, Contacts, Computers, Service Accounts, or Groups -

Select this object type:
|User5. Service Accounts, Groups, or Cther objects | I Object Types... I

From this location:
|TL.H‘u"Don1air| || Locations... |

Enter the object names to select (sxamples):

| Check Names

ok ] [Gred |

Object Types -

Select the types of objects you want to find.

Object types:
: Cther objects

7. Enter workstations’ host names and press OK:

Select Users, Contacts, Computers, Service Accounts, or Groups -

Select this object type:
|L|sers. Computers, Service Accounts, Groups, or Cther objects | | Object Types. .. |

From this location:
|Computer5 || Locations. .. |

Enter the object names to select {=amples):

|ATLANTIS; BVMS-OCC2 Check Names

o [ ]
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The workstations are now added as member computers to the group. Press OK:

Workstations Properties _

| General | Members | Member Of I Managed By |

Members:

Mame Active Directory Domain Services Folder
1M ATLANTIS TL HVDomain/Computers
1 BYMS-0CC2 TL HVDomain/Computers

|0
m
B
(=]
L]

_ox | Gt 1 [ mow ]

8. Reboot the added workstations so that the AD changes take effect immediately.
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3.2 Configure a domain policy for workstations group

1. In the DC computer open the Server Manager and go to Tools / Group Policy
Management:

Manage Tools View

| Active Directory Administrative Center
| Active Directory Domains and Trusts
[ Active Directory Module fer Windows PowerShell
| Active Directory Sites and Services
| Active Directory Users and Computers
| ADSI Edit

Certification Authority

Companent Services
| Computer Management

Defragment and Optimize Drives

DNS

Event Viewer

|| I Group Policy Management I |

Internet Information Services (I15) Manager

2. Right click the domain and select Create a GPO in this domain, and Link it here:

=F

= Group Policy Management

3} File Action View Window Help

o« sE 8| Xc B

'L Group Policy Management Default Domain Policy
4 5\_\ F;urest: TLjHVDDmam Scope | Details I Settings I Delegation
4 =5 Domains .

4 [ TLHVDomair il Lwk=
=[ Default D!| I Create a GPO in this domain, and Link it here... I |i|'li E
k2] Domain ﬁ Link an Existing GP(... Ins, and CUs a

4 1i=f Gr':"-'pp':é Block Inheritance |

=[ Defau
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3. Enter the group policie’s name and click OK:

New GPO

Mame:

Workstations|

Source Starter GPO:

(nange)

4. Click on the new created group policy, select Authenticated Users on the right side and
press Remove button. This is because certifcates should be applied only on the
workstations and not on all the members of domain.

=

= |
5 File Action

«= 7nE 6| BE

View Window Help

‘Group Policy Management

(5L Group Policy Management
F] _ﬁ Forest: TL.HVDomain
4 [55 Domains
4 F3 TLHVDomain
| Default Domain Policy
5] Workstations
p (2] Domain Controllers
4 [ 5 Group Policy Objects
(5[ Default Domain Controllers Policy
\=[ Default Domain Policy
(=] Workstations
b [ WMI Filters
b [ Starter GPOs
b L@ Sites
si¢ Group Policy Medeling
_+ Group Policy Results

Workstations
Scope | Details | Settings | Delegation | Status |
Links:

Display links in this location:

| TL HVDomain
The following sites, domains, and Qs are linked ta this GPO:
Location & Enforced Link Enal
& TL.HVDomain No Yes
<l il

Security Filtering
The gettings in this GPC can only apply to the following groups, users, and com

-

Name

Bemove |I |

| Add... |I| Properties |
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5. Click Add button and select the workstation computer group created in the chapter 3.1:

5L Group Policy Management
A _ﬁ Forest: TL.HVDomain
4 [Z% Domains
4 3 TLHVDomain
= Default Domain Policy
s Workstations
b 2 Domain Centrollers
a [ o Group Policy Objects

\=[ Default Domain Policy
=] Workstations
b [ WMI Filters
[ Eﬂ Starter GPOs
b L Sites
52 Group Policy Modeling
_4) Group Policy Results

_.f Default Domain Controllers Policy

Workstations
Scope | Details | Settings | Delegation | Status |

Links

Display links in this location: | TL HVDamain

The following stes, domains, and OUs are linked to this GFO:

-

Location
=4 TL.HVDomain Mo
F

<| 1

Erforced Link E

Yes

Security Filtering

The gettings in this GFO can only apply to the following groups, users, and ¢

Name -

Select User, Computer, or Group

Select this object type:

|User. Group, or Buitt-in security principal ‘ | Object Types... |
From this location:

|TL.HVDomain ‘ | Locations.... |

Enter the object name to select (zxamples):

|Workstations

Check Mames

OK || Cancel |
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6. Go to the Delegation tab, press Add button:
5L Group Policy Management Workstations

4 _ﬁ Forest: TL.HVDomain
4 [£ Domains
4 Z3 TLHVDomain
s/ Default Domain Policy
S BYMS OC
|2 Demain Controllers
4 [t Group Policy Objects
'=[ Default Domain Controllers Policy
=] Default Domain Policy
(=] Workstations
I [ WMI Filters
[ E Starter GPOs
I [ Sites
57 Group Policy Modeling
_+ Group Policy Results

| Scope | Details I Settings I Delegation IStatus |

These groups and users have the specified permizsion for this GPO

Groups and users:

Name

P@;Domain Admins (TL Domain Admins)
%Enterprise Admins (TL'\Enterprise Admins)
52 ENTERPRISE DOMAIN CONTROLLERS
“ASYSTEM

42, Workstations (TL'\Woerkstations)

< m

fii]
=3

ies

A

|| Add... | | Bemove | Prop

7. Enter the Authenticated Users and press OK. In the next dialog the permissions should

be Read. Press OK.

Select User, Computer, or Group x|

Select this object type:

|User. Group, or Built-in securty principal

| | Object Types... |

From this location:

|TL.H‘u"Domain

|| Locations... |

Enter the object name to select (samples):

|Authenticated Users

Check Names

OK || Cancel |
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Add Group or User -

GI’DLIL‘I ar user name:

‘AmhemtmedUsms ‘ | Browse... |
Permissions:
|Head V|

| oK || Cancel |

8. It takes some minutes till group policies are applied to all computers by domain. In case
an immediate effect is required force group policies manually be running the following
command line on every workstation: gpupdate /force

tslzerssAdministrator . TL>gpupdate Aforce

3.3 Distribute CA certificate

1. CA certificate with its public key can be exported using CM. Under Preferences / Security
click on the export button:

£ Configuration Manager

= Access Directories Metwork Video Logaging User Management Appearance Hardware Monitors

0
= ~ MicroCA

ﬁ:?
s Issued to Issued by Valid until Store location Algorithm Trusted
g0
CMmicroCA CMmicroCA 9/30/2020 3:22:26 PM PKCS12 File RSA 2048 @ ) & ﬁ
R
@) Create Load

Signature validity [days]
|65
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Save As -
® ~ 2|1 » ThisPC » LocalDisk(C:) » Share » Certificates v & [ Search Certificates A
Organize =  Mew folder == o @

S
L P 2 Name Date modified Type Size
- Favorites =
B Desktop Mo iterms match your search.
& Downloads
il Recent places | ¥ €| m | >
File name: | CMmicroCA.crt 5
Save ast_:ype' Certificate files (*.crt) v |
“ Hide Folders | Save | | Cancel |

3. Go to Group Policy Management like described in the chapter 3.2, right click the
Workstations Group Policy Object created in the chapter 3.1 and select Edit:

i

5 File  Action View Window Help

o nE LEXe HE

Group Policy Management

=, Group Policy Management
A _ﬁ Forest: TL.HVDomain
4 [ 55 Domains
4 F3 TLHVDomain
.= Default Domain Policy
=/ Workstations
I =] Domain Controllers
4 [ = Group Policy Objects
'=[ Default Domain Centrollers Policy
5[ Default Domain Policy
_;Lf WDrkStEtiDl"“

Workstations
Scope | Details I Settings i Delegation | Status

Links
TLHVDe

Display links in this location
The following sites, domains, and OUs are linked

-

Location
22 TL HVDomain

£ m

b [ WMI Filters
I E Starter GPOs

=

| Edit... I
GPO Status

ering
l; | this GPO can only apply to the fol
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4. In the newly opened window on the left side navigate to Policies / Windows Settings /

Security Settings / Public Key Policies, right click on the Trusted Root Certification
Authorities on the right side and select Import:

Group Policy Management Editor \;‘i-

-

File Action View Help

= zm 8/ 8= B
=[ Workstations [DC2.TLHVDOMAIN] Policy ~ ||| Object Type
4 & Computer Configuration | Encrypting File System
4 [ 7] Palicies | Data Protection
b [ Software Settings | BitLocker Drive Encryption
4 [0 Wji”dUWS Settings | BitLocker Drive Encryption Network Unlock Certificate
I [| Name Resolution Policy | Automatic Certificate Request Settings

| Seripts (Startup/Shutdown)
A Ef_gl Security 5ettings

I _}:j Account Policies

I & Local Policies

I &f Eventlog

I+ [ 4 Restricted Groups

5| Trusted Root Certification Authoriti=
| Enterprise Trust |

| Intermediate Certification Authorit| All Tasks »
| Trusted Publishers ‘

| Untrusted Certificates Refresh
| Trusted People Help

I | g System Services

b [ Registry g

b g File System N}J Certificate Path Validation Settings

b ;{ Wired Network (IEEE 802.3) Policies fa}] Certificate Services Client - Auto-Enrollment

B [ Windows Firewall with Advanced Secur
| Network List Manager Policies

I _jlﬂ Wireless Metwork (IEEE 802.11) Policies

4 || Public Key Policies

| Encrypting File System

= Fiefe Mol cifce

5. In the Certificate Import Wizard leave the default settings and click Next:

| 2 Centificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Stare Location
Current User

Local Machine

To continue, dick Next.

Cancel
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6. Select the certificate exported in the step 2 and click Next:

() = Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:
C:\Share\,CMmiauCA‘crtI | | Browse...

Mote: More than one certificate can be stored in & single file in the following formats:
Personal Information Exchange- PKCS #12 {.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78)

Microsoft Serialized Certificate Store (.55T)

7. Leave the default store to import the certificate — Trusted Root Certification Authorities
— and click Next:

(€) - Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

Automatically select the certificate store based on the type of certificate

@ Blace al certificates in the following store!

Certificate store:

| Trusted Root Certification Authorities I

Cancel
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8. Review the selected options and click on Finish:

(€) = Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedfied the following settings:

e R e S RRER  Trusted Root Certification Authorities

Content Certificate
File Name C:\Share\CMmicroCA. crt

| Finish || Cancel |

9. Once certificate was successfully imported it appears in the Group Policy Management
Editor under Policies / Windows Settings / Security Settings / Public Key Policies /
Trusted Root Certification Authorities:
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} Group Policy Management Editor \;‘i-

File Action View Help

% #HE B = &

_:L!' Workstations [DC2 TLHVDOMAIN] Policy || lssued To o Issued By

4 &l Computer Configuration Sl CMmicroCA ChMrmicroCA I
a [ Policies

I || Software Settings
4 [ Windows Settings
[ || Name Resolution Policy
| Scripts (Startup/Shutdown)
Fl _E Security Settings
I _'E_‘ Account Policies
I+ _ﬁ Local Policies
b 5| Eventlog
I [ A Restricted Groups
I g System Services
I (g Registry
I g File System
I+ ;;_" Wired Network (IEEE 802.3) Policies
I [ Windows Firewall with Advanced Security
| Network List Manager Policies I
I -:4{! Wireless Network (IEEE 802.11) Policies
a || Public Key Policies

_| Encrypting File System

| Datz Protection

_| BitLocker Drive Encryption

_| BitLocker Drive Encryption Network Unl
~| Automatic Certificate Request Settings
| Trusted Root Certification Authorities
~| Enterprise Trust

I Intermediate Certification futharities

< ] ¥ < [T [ ¥

w

\Trusted Root Certification Authorities store contains 3 certificates.

It takes some minutes till group policies are applied to all computers by domain. The
distributed certificates can be found on every computer that belongs to the group
Workstations in MMC console under Certificates / Trusted Root Certification Authorities /
Certificates:

= MMC_computer account - [Console Root\Certificates (Local
:ﬁ File Action View Favorites Window Help

H| &2

| Console Root Issued To = Issued By
4 Gl Certificates (Local Computer) [l AddTrust External CA Root AddTrust External CA Root
I | Personal o/ Baltimore CyberTrust Root Baltirore CyberTrust Root
4[] Trusted Root Certification Authorities 1Bosch VMS CA Bosch WMS CA
- [ Fer’Fiflicaltes _ﬁ] BvmsRoot BvmsRoot
P E”tE’F’”S?T'U“ o - [ Class 3 Public Primary Certificat... Class 3 Public Primary Certificatio...
I =l ?term;clljla:jel.chemﬁcatlon Authorities :ﬁ]CMmicroCA CMmicraCA I
b U'Ttet d“C ';_;’St 5] Copyright (c) 1997 Microsaft C... Copyright (c) 1997 Microsoft Corp.
i = n_ e Es. sz - |5 Equifax Secure Certificate Auth... Equifax Secure Certificate Authority
I || Third-Party Root Certification Authorities . 2 y i
R P P :_EJM|CFDSD& Authenticode(tm) Ro... Microsoft Authenticode(tm) Root...
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4 Restrictions

CM was tested with camera firmware 5.70 and newer. Older firmware is not supported.

Older cameras like platform CPP3 do not provide a possibility to assign certificates to HTTPs
server in the signing request dialog as these devices do not support different server types yet.

Generate signing request -
Key type
RSA2048bit o
Filz nams
Certificate
Commaon nams
=multiple=|

Country name

Province

Oirganizstion name

Cinganization wnit

Create Cancel
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In case multiple HTTPS server capable and 1 incapable device are selected, the usage selection
is disabled for all of them. Therefore it is recommended to create certificates separately for these
2 groups in order to avoid additional steps. Nevertheless, older device certificates created without
usage are utilized for HTTPS connections and video authentication by the camera.

By default certificate private key is created within a camera and CM is only downloading a signing
request from the camera in order to create a CA signed certificate. Cameras with firmware version
older than 6.50 handle certificates in a different way. In this case certificates with their private
keys are created directly on the CM computer and uploaded to the camera over secured
connection. Since handling of private keys on the local computer is considered to be not the
safest way, the certificate type is indicated as “Locally created certificate” and the progress bar is
colored yellow instead of green. A tool tip, when hovering with a mouse over the progress bar,
advices to upgrade the firmware for more safety.

3 Create certificates I;lﬂ“
Davice Certificate Common Name Type Progress »
[P e Flowune e — — e
10.59.211.151 ATestl Camerasigning request i ‘Dene
192.168.100.131 ATestil Camerasigning request i Done
192.168.50.232 ATest Locally createdcerificate Dong
192.168.50.231 ATesto Locally createdcedificate Daone
192.168.100.155 ATestll Locally createdcerificate | Dong
192168100133 ATesti Locally createdcertificate Dione

Done
Flrrware update

recommendedto ensure
secure key creation

Mew... ¢ lose
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5 Glossary
AD Active Directory
BVMS Bosch Video Recording System
CA Certification Authority
CM Configuration Client
CSR Certificate Signing Request
DC Domain Controller
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