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2 Introduction

2.1 Functionality

Security guards as well as operators are all member of this Slack channel and use the channel to collaborate. Guards can
use their mobile phones to upload still images or movies to the channel for archiving by the security operators. Security
operators are able to send snapshots (directly from BVMS), videos (exported), or chat messages to instruct security
guards.

BVMS automatically posts events to the channel and, optionally, can post camera snapshots or short video clips of
incidents into the channel automatically.

2.2 Screenshots
2.2.1 Mobile clients

iOS, Andriod.
11:20 O ®UdE77%

MA  Munich Airport

# video-surveillance

!l #StayHome VF.DE &  11:19 from Unknown to Oft.

= #video-surveillance

o —

bvms_munich_airport APP

Device Left bag changed its state from
Unknown to Off.

Device Perimeter Zone 1 changed its state
from Unknown to Off.

Device Person entering changed its state
from Unknown to Off.

bvms_munich_airport APP

test
408 KB

o L L

Device Person entering changed its state from
Unknown to Off.

bvms_munich_airport

test
399KB mp4

bvms_munich_airport

testTitle
399KB

bvms_munich_airport

20 - Autodome - 2020-04-14 20-0...
399KB mp4
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Notifications on iPhone (7) and Slack app on Android.

« #StayHome VFDET @

1S-21

Thursday, April 16

#video-surveillance @bvms_munich_airpor(
(bot): shared a file: 2 - Autodome2 -
2020-04-16 13-17-35-882

#video-surveillance @bvms_r}\unichtairp?rt
(bot): I'm trying to upload a video snippet.
Please wait...

i nich_airport
#video-surveillance @bvms_munich
(b:)(): Device Slack Alarm changed its state from

21
§ Munich Airport

# video-surveillance

L B =

SEE! bvms_munich_alrport APP 106 FM
% Device Slack Alarm changed its state from On
to Off.

Device Slack Alarm changed its state from On
to Off.
Looking for files...

bvms_munich_alrport APP :. 13 PM
Device Slack Alarm changed its state from On
to Off.

Looking for files...
2 -
ing: C\Temp\ShckExponCamn_z\
:upm‘;Z - 2020-04-16 13-13-49-718.mp4

2 - Autodome2 - 2020-04-16 13-1...
2MB mp4

Device Slack Alarm changed its state from On
to Off.

I'm trying to upload a video snippet. Please
wait...

On to Off.

2 - Autodome2 - 2020-04-16 13-1...
2MB mp4

2.2.2 Windows client

Alarm comes into BVMS. BVMS tries to export the related video footage and it appears as small (~10 seconds) clips in
Shacl after ~10 seconds.

g ansimoao 22 e

me2 - 2020-04-16 13-13-49-718

The operator can also send the content of an image pane to Slack:
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= (= X
4/16/2020 1:30 PM
2
[ Airport!

S —

[ Shopping Mall

ameraSnapshots

napshotToSlack

Cat. Alarm Title MarmStste  DatefTime ¥ Priority Event Type Management Serve: f Workflow Text Data

New message in #video-surveillance
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3 Configuration

3.1 BVMS

3.1.1 References

Add references to script editor to communicate with web applications. The System.Net.dll reference needs to be added for
the client and server script.

[ £ 44 Smispiliypes. e

Command Script Editor

| Reference Editor X i
CH S0 A f
B v |9 Cl e o 2] 2
EI----.=|| Scripts Client Script  Server Script g;s;;;g*;*d"
T Bosch.Vms Core. Script Atributes dll
: System.Net HTTP.dl
. tIEI ClientSeript 1 _ Bosch Vs SDK.di I
B ﬁw 2i /) ScriptType
» - . .
Mew Scriptlet // Scriptlang
...... & PO-S
= &3 Pos Edit references using System;
T — 5 wsing System. .
’ using System.
E using ng&nEt Remove QK Cancel
g wusing Bosch.V
H T T

3.1.2 Server script

Example server script (replace the Slack security token and channel ID in the SlackCommunication class):
ServerScript.txt

You also need to make sure the export directory is whitelisted.

You might need to adjust the time it takes to export video.

Add "using" statements to the upper part of the server script.

// For Slack communication
using System.IO;

using System.Net.Http;

using System.Threading.Tasks

Add the class SlackCommunication.
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public class SlackCommunication

{
private static readonly HttpClient client = new HttpClient();
public static string token = "xoxb-...";
public static string channel = "C...";
class SlackFileResponse
{
public bool ok { get; set; }
public String error { get; set; }
public SlackFile file { get; set; }
}
class SlackFile
{
public String id { get; set; }
public String name { get; set; }
}
public class SlackMessageResponse
{
public bool ok { get; set; }
public string error { get; set; }
public string channel { get; set; }
public string ts { get; set; }
}
public static async Task WriteChatAsync(string text)
{
// we need to send a request with multipart/form-data
var multiForm = new MultipartFormDataContent();
// add API method parameters
multiForm.Add(new StringContent(token), "token");
multiForm.Add(new StringContent(channel), "channel");
multiForm.Add(new StringContent(text), "text");
// send request to API
var url = "https://slack.com/api/chat.postMessage";
var response = await client.PostAsync(url, multiForm);
// fetch response from API
var responselson = await response.Content.ReadAsStringAsync();
}
public static async Task UploadFileAsync(string path)
{
// we need to send a request with multipart/form-data
var multiForm = new MultipartFormDataContent();
// add API method parameters
multiForm.Add(new StringContent(token), "token");
multiForm.Add(new StringContent(channel), "channels");
// add file and directly upload it
FileStream fs = File.OpenRead(path);
multiForm.Add(new StreamContent(fs), "file", Path.GetFileName(path));
// send request to API
var url = "https://slack.com/api/files.upload";
- e — T
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var response = await client.PostAsync(url, multiForm);
// fetch response from API

var responseJson = await response.Content.ReadAsStringAsync();

}

Add the method to clear the contents of the directory that the script uses to store temporary files.

private void cleardir()

{
System.IO.DirectoryInfo di = new DirectoryInfo("C:\\Temp\\");
foreach (FileInfo file in di.GetFiles())
{
file.Delete();
3
foreach (DirectoryInfo dir 1in di.GetDirectories())
{
dir.Delete(true);
3
3

Add the method that uploads files to Slack.

public void UploadFiles(int cid)
{
System.IO0.DirectoryInfo di = new DirectoryInfo("C:\\Temp\\SlackExportCamera_" +
cid.ToString());
foreach (FileInfo file 1in di.GetFiles())
{
SlackCommunication.UploadFileAsync(file.FullName) .Wait();

}

Add the method to send the exported file.

public void SendExport(int cid)
{
// Export 10 seconds of video

Camera c = Api.CameraManager.GetCameraByLogicalNumber (cid);

Cameral[] arr = new Cameral] {c};

DateTime dt = DateTime.Now;

Api.CameraManager.ExportMp4(arr,dt.AddSeconds(-9),dt.AddSeconds(-1),"C:\\Temp\\","SlackExpor
tCamera_" + cid.ToString());

// Wait for export to complete

System.Threading.Thread.Sleep(1000);

// Upload exported files to Slack
UploadFiles(cid);
}
| recommend to add two server scripts covering two use-cases:

1. Send messages into the Slack channel.
2. Upload files into the Slack channel.

Send messages into the Slack channel based on the event information.
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// Export short video clip of device if coming from camera

string strMessage = "Device " + e.DeviceName.ToString() + " changed its state from " +
e.State.0ld.ToString() + " to " + e.State.New.ToString() + ".";
SlackCommunication.WriteChatAsync(strMessage) .Wait();

Upload files into the Slack channel. You need to create a server script for each camera for which we want to upload small
clips.

PostAlarmToSlack(e);

// CONFIGURE CAMERA LOGICAL ID

int cid = 20;

// ENSURE YOUR MANAGEMENT SERVER HAS ENOUGH STORAGE CAPACITY TO STORAGE EXPORT FILES
cleardir();

SendExport(cid);

3.1.3 Client script
ClientScript.txt

We use the same SlackCommunication class. We create a small client script that saves the current view of an image
pane and sends this to the Slack channel.

ImagePane 1ip = Api.ContentManager.GetSelectedImagePane();
Api.ContentManager.SaveImagePane(ip,"C:\\Slack.jpg");
SlackCommunication.UploadFileAsync("C:\\BVMS_Data\\Slack.jpg") .Wait();

3.1.4 Devices

Create virtualinputs or other devices that can generate events.

Configuration Client (172.31.6.121, User: Admin)

System Hardware Tools Reports Settings Help

g Devices >€.} Msfrﬁsdz':g >b° Schedules >@. Cazs;jisgd> A Events > Alarms >.‘. UsergrouDS>

Q) l? Change device passwords

=] Q Device Tree [11] e I“pubw
E@ Enterprise System [1]
@I_ Bosch Recording Station/DiBas £dd Inputs Delete Inputs
@I_ DVR (Digital Video Recorder)
MNumber MName
—
] Matrix Switches 1 Person entering
&2, workstations [1] |2 Left bag
@ Monitors [3] L 3 Entering Room
= . 4 Perimeter
a3 Other Devices [11] N [PemeterZoed ]

Attach the server script to those events. The script will automatically extract the device name, old state, and new state
from the event. Alternatively, the file upload script will attach a small video clip to the message of the event.
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Configuration Client (172.31.6.121, User: Adrmin)
System Hardware Tools Reports Settings Help
B Devics > s.} Naps and > tlb Schedules > ?' Ca@g;;;gd> A Events > Alarms > 28 Useroous >
)
B & Events and Alarms Settings for Tnput Opened' 1
. E' BRS/DiBos Devices Advanced State Display
E' Dur Devices The configured color and behavier is used for all other state events which have the same prionity. (1 = highest priority)
- ONVIF Enceders
[] Enable color states on maps Display pricrity on map: 20 =
. E NVR Devices
-G Encoders/Decoders Backgreund color on map: - Blinking
V/RM Devices T [ T [ = [ T [
g Alegiant Devices Name 2 Schedule | Schedule Soript | Schedule |
E E] System Devices Perimeter Zone 1 omways o.Nways PostAlarmT .. ONways
élgj Compound Events : Entering Room onays o.Nways <none> Never
@ Schedules ™ Left bag oAlways oAlways PostilarmT. oAlways
: Perimeter o Blways o Always <none> Never
e » ways ways _ ways
Configure your alarms.
Configuration Client (172.31.6.121, User: Admin)
System Hardware Tools Reports Settings Help
B e > {.} Maps and > E"'o Schedues > !?' Camerss snd > A = > Alarms > 2Re  Userorouss
B-& Events and Alarms Input State - Input Opened
i, BRSDiBos Devices
. Device Alarm |dentity Alarm Image Panes More
E}-E Dwr Devices - - —— -
- MName | Priority | Title | Color 1 | 2 | 3 Audio File Alarm Options
GO ONVIF Encoders Entering Room 20 Input [ 255.0 = Panc2
- E NVR Devices | Leftbag 5 Leftb | 192.0 o= Airport (s Airport s 7
[+ o= Encoders/Decoders T Perimeter 20/ Input |l 255.0 = Airport @Airport Y
E}-% VRM Devices L Perimeter Zone 1 20 |anlt. B 0.192 = Airport
Person entering 5| Loadin - 2851 = Access &£
D"E Allegiant Devices —
B E] System Devices
AN e Een
3.2 Slack
Create a Slack account and create a new workspace.
What's the name of your company
or team?
Munich Airport ]
By continuing, you're agreeing to our Customer Terms of Service,
Privacy Policy, and Cookie Policy.
Create a new channel in the work-space (this is indicated with a #).
I p ]
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Munich Airport

What's a project your team is
working on?

video-surveillance| ]

Add colleagues to your workspace or skip this option.

Who do you email most about this
project?

Munich Airport video-surveillance

video-surveillance

@ Add another

Add Teammates

& Get an invite link to share

Or, skip for now

Note the channel ID of the project in the work-space. This starts with a C.
5= Where work happens | Slack X Slack | video-surveillance | Mur X =+

c ‘@' © & htips//app.slack.com/dient,T

earch Munich Airpe

Mrsidan_coamiaillames o

Browse to https://api.slack.com/apps and create a new app.
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=% Slack APL: Applications | Slack X Slack | video-surveillance | Mu: X | +
&« (& Q © & hitpsi/apislack.com/apps
a2 slack api o
Start here YourAppS Create New App

An introduction to apps

Planning your app ‘ Q ‘

Designing experiences

Building an app

App blueprints Workspace Distribution Status

Recent changes

BVMS Not distributed

Installation &
permissions

Overview Don't see an app you're looking for? Sign in to another workspace.

Basic app setup

Add the app to your workspace.

Create a Slack App X

App Name

‘ BVMS @ Munich Airport ‘

Don't worry; you'll be able to change this later.

Development Slack Workspace

‘ :MunichAirport - ‘

Your app belongs to this workspace—leaving this workspace will remove your
ability to manage this app. Unfortunately, this can't be changed later.

By creating a Web API Application, you agree to the Slack API Terms of

Service.

We need to give the app the permissions to post messages and files into the work-space.

Basic Information

Building Apps for Slack

Create an app that's just for your workspace (or build one that can be used by any
workspace) by following the steps below.

Add features and functionality v
Choose and configure the tools you'll need to create your app {or review all our
documentation).
Incoming Webhooks Interactive Components
Post messages from external sources into Add components like buttons and select
Slack, menus to your app’s interface, and create
an interactive experience for Users.
Slash Commands Event Subscriptions
Allow users to perform app actions by Make it easy for your app to respond to
typing commands in Slack, activity in Slack.
Bots Permissions
Allow users to interact with your app Configure permissions to allow your app

through channels and conversations. ¥} to interact with the Slack API.

You need to expand the security scopes to include chat.write and files.write.
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Scopes

A Slack app's capabilities and permissions are governed by the scopes it requests.

Bot Token Scopes v
Scopes that govern what your app can access.
OAuth Scope Description
chat:write Send messages as BVMS @ Munich Airport i
files:write Upload, edit, and delete files as BVMS @ g
Munich Airport
Add an OAuth Scope

Now we are ready to install the app in the workspace.

¥ BVMS @ Munic...

Settings

Basic Information
Collaborators

Install App

Manage Distribution

Features

App Home
Incoming Webhooks
Interactivity & Shortcuts

Slash Commands

‘OAuth & Permissions

Event Subscriptions
User ID Translation
Where's Bot User

Copy the token ID into the SlackComm

OAuth & Permissions

OAuth Tokens & Redirect URLs

These OAuth Tokens will be automatically generated when you finish connecting the app
to your workspace. You'll use these tokens to authenticate your app.

Install App to Workspace

Redirect URLs

You will need to configure redirect URLs in order to automatically generate the Add to
Slack button or to distribute your app. If you pass a URL in an QAuth request, it must

(partially) match one of the URLs you enter here. Learn more.

Redirect URLs

@

You haven't added any Redirect URLs

BVMS @ Munich Airport is requesting
permission to access the Munich Airport Slack
workspace

wsls

|
What will BVMS @ Munich Airport be able to do?

<«
Y

@ Perform actions in channels & conversations
Send messages as @bvms_munich_airport

Upload, edit, and delete files as BVMS @ Munich Airport

ca ncel m

unication class in the BVMS script. You also need to copy the project ID into the

script. With this information BVMS knows in which workspace and channel it should post it's notifications.
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OAuth & Permissions

OAuth Tokens & Redirect URLs

Tokens for Your Workspace

These tokens were automatically generated when you installed the app to your team.
You can use these to authenticate your app. Learn more.

Bot User OAuth Access Token

‘ x0xb-1066981018192-1084616264512-4PKfrKSvVxO0ITHjaHCXrU7f Copy

Reinstall App

Add the created app to your workspace by typing "@appname" into text field in the channel.

".'- Slack API: Applications | Mun

< C o O &

Munich Airport ~ @
mverhaeg

Get started

X Slack | » ei e| M 5% Apps zu deinem Workspace hir X | +

#video-surveillance v
8 1 | Add a topic

#video-surveillance

15 of 16

You created this channel on April 8th. This is the very beginning of the #video-

surveillance channel.

& Add description $*Addanapp 2 Add people

Wednesday, April 8th
o mverhaeg 5:43pPM
4 joined #video-surveillance.

o mverhaeg 5:43pPm
4. renamed the channel from “video-surveillance” to “video-surveillance”

Be the first to post a message and help get the conversation started. X
@bvms_munich_airport |
| B I & « & = i= = ¢ A @ @ 0

Return o send

B Hi team! £3) Put daily updates here! I'll start...

Shift + Return to add a new line
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@bvms_munich_airport isn't in #video-surveillance — want to invite
them directly instead of sending a message to the whole channel?

Learn more about adding people to channels by visiting our Help

Center.
Invite to Channel Send Message

You can change the icon of the application in the settings page of the app.

Display Information

This information will be shown in the Slack App Directory and in the Slack App

For more information, view our App Detail Guidelines.

App name Short description

BVMS @ Munich Airpe ‘ ‘

Background color

App icon & Preview

BVMS @ Munich Airp... =
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