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Introduction

When working with previous versions of BVMS, remote connectivity was cumbersome due to the
amount of port mapping that needed to be configured. BVMS 7.5 provides a new method of remote
connectivity utilizing Secure Shell (SSH) Tunnelling.

SSH Tunnelling constructs an encrypted tunnel established by an SSH protocol/socket connection. This
encrypted tunnel can provide transport to both encrypted and un-encrypted traffic. The Bosch SSH
implementation also utilizes Omni-Path protocol, which is a high performance low latency
communications protocol developed by Intel.
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Key management

The BVMS SSH service generates a private and public key when it is started for the first time. Both keys
are saved in an encrypted file. When the BVMS SSH service restarts this file is detected and the private

key is read.
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1. Configuration

1.1. Installation

There is little to no configuration required for this feature to function.

® The SSH Service must be installed and running. If deploying a BVMS Pro system, insure the SSH
Service is part of the installation process.

® Recording Appliances that ship with BVMS 7.5 should have the service pre-installed. Check your

“Services”.
. ) i} N -
) Bosch Video Management System - InstaliShield Wizard I S
Custom Setup —
Select the program features you want installed. {\'d:j{)';l' BOSCH

Click on an icon in the list below to change how a feature is installed.

Feature Description
(— ~ | Bosch Video Management System -

: ' . A secure-shell service for enabling remote-access
EI """" —-—I g x| Management Server {induding Enterpriz to the Bosch YMS through a 5i|'|5||-§| network port
f 3 | 55t Service

--------- = v| Configuration Client

If the service has not been installed, the install package can be run from the BVMS 7.5 downloadable
install package. If working with a DIVAR IP Recording Appliance, the appliance “Installer Package” must
be used.

1.2. Port mapping entry

The primary configuration step is to configure one (1) port forwarding for the BVMS Central Server to
utilize port 5322 for both internal and external connections. This is the only port mapping entry that
needs to be made for the entire system.

® Note
BVMS Port Mapping is not required!

The image below shows a sample configuration.
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[ ADVANCED

Auto

Service Name

Service Type

External Starting Port

External Ending Port

¥ Use the same port range for Intemal port
Internal Starting Port

Internal Ending Port

Internal IP address

BVMS |
TCP/UDP |

5322 |1-65636)
S22z [1-65535)
532z |(1-85538)
5322

152 )i J(r_ {5 ]

Or select from currently attached devices

IP Address Device Name
O 192188151 =
O 192.168.1.19 WINDOWS-DPROHQT
Q 192.168.1.99 BVIP1

7o0f11
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2. Operation

2.1. Login with the Operator Client

After the basic configuration is done, logging in via Operator Client is very intuitive:

From the log menu, select the @ BOSCH

“Connection” drop down menu, then :
Select <New .. > Bosch Video Management System

T

L Pleaze enter your crederntials ...

i 3 Llzer Marme: |da\te |
Operator Client Password: | |
Yersion 7.5 Connection: 127.0.0.1
Build 7.5.0.432

127.0.0.1

Copyright © 2006-2017 Bosch Sicherheitssysteme GmbH

You will be prompted to enter an IP @ BOSCH

address or DNS host name. You will also

notice a cheat guide below the entry ndd Mew Bosch ¥MS (Enterprise) Management Server
. . . Enter Network Address

menu that WI” assist Wlth address entry‘ It is recommended to enter a DNS host name, e.g. "mysarver”, in order to avoid

Addressing must be in the foIIowing conflicts with IP addresses that are already in use.

format: ssh://IP or servername:5322. In L [remmss]

the example we used: ssh://49.49.49.49: ’

Specify an 55H-URI in the form "ssh:/{myserver:5322" if the server supports
5322 remote access via S5H-protocal only.

e | — ) E—

o] e ||
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ssh://IP%20or
ssh://49.49.49.49:5322
ssh://49.49.49.49:5322
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After entering a properly formatted
address, enter a valid user name and
password. SSH users MUST have a
password associated with their BVMS
account. User accounts without a
password cannot log in utilizing an SSH
Connection.

Copyright Robert Bosch GmbH.

Operator Client

Yersion 7.5
Build 7.5.0 432
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& BOSCH

L= Dovwnloading configuration of server

sshi 49 49 49 495322 (36.0%)

Uzer hame: ||:Ia\|'e

Pazsword:

Connection:

|
|
ssh:/49.49 43 48:5322 [+|

| O | | Cancel |
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3. Verification
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After connection is established via an SSH Tunnel, all communications between the BVMS Server
(192.168.1.19) and a remote client (49.49.49.48) are encrypted. Below is a Wireshark Capture taken
from the BVMS Server after a connection is established.

Time
1 0.000000
2 9.000112
30.002428
4 0.002492
5 0.003725
6 0.031465
7 0©.931577
8 9.033776
9 0.033824

NI
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Source

192.168.1.51

J92CTGR5 A0
49.49 .49 48
192.168.1.19
192168151
1921681 .51
1923651219
49.49.49 .48
192 16R51 209

Destination

192.168.1.19
49.49.49.48
19216820 10
192.168.1 .51
192.168.1.19
192.168.1.19
49.49.49.48
192.168:1 .19
192, 16801 J571

Protocol
TLSv1.2
Omni-Path
Omni-Path
TLSv1.2
TCP
TLSv1.2
Omni-Path
Omni-Path
TLSv1.2

Length  Info

587 Application Data

614

198

139 Application Data

60 443549390 [ACK] Seq=454 Ack=86 Win=1579 Len=0
507 Application Data

614

198

139 Application Data
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