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1 Document information

Project BVMS
Reference n/a
Version 15

Last modified ) 26 August 2019

1.1 Version history

Version Date Who Description
15 B Mario Verhaeg Draft
26 August 2019

Copyright Robert Bosch GmbH. All rights reserved, also regarding any disposal, exploration, reproduction, editing, distribution, as well as in the event of
applications for industrial property rights.



BVMS - ANPR by ISS 4 of 13

2 Introduction

This guide assumes BVMS and ISS SecureOS are installed and functioning as separated systems. BVMS and
ISS SecureOS can be installed on the same system.

2.1 Functionality

SecurOS sends events from analytics to BVMS, which can be translated into alarms and/or stored into the logbook.

2.2 Events received

Event Included metadata Description

License Plate Detected License plate, Direction, DirectionlID, General License plate event
SourcelD

License Plate on watchlist License plate, Direction, DirectionlID, Watchlist License plate event

detected SourcelD

In addition to SecureOS Auto BVMS can also receive events and metadata from SecureOS Transit, SecureOS
Cargo and SecureOS FaceX.
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3 Installation

3.11ISS SecurOS
3.1.1 Install the BVMS SDK

The BVMS SDK needs to be installed on the ISS SecureOS system, if it is not running on the same server as the BVMS
Management Server. The BVMS SDK can be installed as part of the BVMS installation package.

jﬁl Bosch Video Management System - InstallShield Wizard 4
1 Custom Setup
Select the program features you want installed. L= BOSCH

Click on an icon in the list below to change how a feature is installed.

Feature Description

Bosch WMS SDK is intended for system
integrators wanting to interface a running Bosch
VMS Management Server or Operator Client.

I = | vI Bosch video Management System
- ¥ = | Management Server (induding £
--------- - ¥_~| Configuration Client
--------- ¥ - | Operator Client
[ ¥ - | Cameo 5DK

MoBIE VIdeo Service 1S 3 22 )
; g This feature additionally requires 2174KE on your
Video Recording Manager (VRM Ry

Secondary Video Recording Mar
Video Streaming Gateway (VSG,

< >

InstallShield

Help Space < Back Cancel

The integration between ISS SecureOS and BVMS is based on Javascript technology. To enable the use of the Javascript
plugin a DLL file needs to be registration.

1. Copy Bosch.Vms.VirtuallinputsServer.dll from the BVMS Management Server C:\Program Files\Bosch\VMS\bin() to
the ISS SecureOS server (C:\Program Files\Bosch\VMS\bin)
2. Register the DLL by calling from the root of the .NET framework directory:

regasm.exe /codebase “C:\Program Files\Bosch\VMS\bin\Bosch.Vms.VirtualInputsServer.dll%

3.1.2 Sending events

Open the ISS configuration from the Windows task bar.

e m B B 6 F &@ A #

Browse to the VB/JScript programs node.
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Sending events for all detected license plates and trigger alarm on watchlist
events

Create a new JScript program and use the code-example below. Adjust the necessary parameters, for example the IP
address, username and password of the BVMS server.
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var BVMS_server = "192.168.178.81:5390"; // IP-address and port of BVMS
var BVMS_login = "Admin"; // BVMS username
var BVMS_password = "xyz"; // BVMS username password

var pass
function Init()
{
// Execute function LPPass when a license plate 1is detected for all cameras
Core.RegisterEventHandler ("LPR_CAM" ,"x" "CAR_LP_RECOGNIZED","Detection");
// Execute function Watchlist when a license plate on a watchlist is detected
Core.RegisterEventHandler ("LPR_LOGIC","x" /"CAR_LP_FOUND","Watchlist");
}
function Detection(event)
{
// Store license plate event in global variable pass
pass = event

// Send data to BVMS Logbook

var VirtInput;

// BVMS VirtualInputID for Logbook 1is equal to the ISS SecureOS Camera ID
var inputNr event.sourceid;

var alarmId = 1;
var dataStringl = "";
var dataString2 = event.number; // License plate

var dataString3 = event.direction_id; // Direction ID
var dataString4 = event.direction_name; // Direction Name

var dataString5 = event.sourceid; // ISS SecureOS Camera Source ID
var dataStringé = ""; // reserved
var dataString7 = ""; // reserved
var dataString8 = ""; // reserved
var dataStringd9 = ""; // reserved
var dataStringle = ""; // reserved

Log.Debug("Detection", 1dinputNr, dataStringl, dataString2, dataString3, dataString4,
dataString5, dataString6, dataString7, dataString8, dataString9, dataStringl®, alarmId);

VirtInput = new ActiveXObject("Bosch.Vms.VirtualInputsServer'");

VirtInput.Connect(BVMS_server, BVMS_login, BVMS_password);

VirtInput.SendData(inputNr, dataStringl, dataString2, dataString3, dataString4,
dataString5, dataString6, dataString7, dataString8, dataString9, dataStringl®, alarmId);
}

function Watchlist(event)

{

var VirtInput;
// BVMS VirtualInputID for Logbook 1is equal to the ISS SecureOS Camera ID + 1000
var inputNr = (parseInt(event.sourceid) + 1000).toString();
var alarmId = 1;
var dataStringl = "";
var dataString2 = event.number; // License plate
var dataString3 = event.direction_id; // Direction ID
var dataString4 = event.direction_name; // Direction name
var dataString5 = event.sourceid; // ISS SecureOS Camera Source ID
var dataString6 = event.database_type; // Watchlist type
var dataString7 = event.database_name; // Watchlist name
var dataString8 = ""; // reserved
var dataString9 = ""; // reserved
var dataStringle = ""; // reserved

I e I
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Log.Debug("Watchlist", dinputNr, dataStringl, dataString2, dataString3,

dataString4,

dataString5, dataString6, dataString7, dataString8, dataString9, dataStringl@, alarmId);

VirtInput = new ActiveXObject("Bosch.Vms.VirtualInputsServer");
VirtInput.Connect(BVMS_server, BVMS_login, BVMS_password);

VirtInput.SendData(inputNr, dataStringl, dataString2, dataString3, dataString4,
dataString5, dataString6, dataString7, dataString8, dataString9, dataStringl@, alarmId);

}

The script is based on one single Watchlist, but can be extended to multiple Watchlists as well.

3.1.3 Configuring ISS SecureOS Watchlists

8 0f 13

The Watchlists in ISS SercureOS are not enabled by default. The ISS SecureOS Auto user guide describes how to enable
the Watchlists (section 4.1.5.2 Watchlists and 5.1.5.2.1 External Database Connection Example).

6. =

Wl Deskiop (2420

gy

eNTERFRISE Results Search | Watchists

mE T
v @ system

v Securos Enterprise [1]
© §&s Users & Permissions

youts & Views

atabases
E Aatoru]
* JY Eventfiters
« B, Macros
. Maps
+ (@ schedules
~ [ Servers & Workstations
~ @ Computer Z420-LPRSYS [Z420-LPRSYS]
v B LPR: group of modules 1 [1]

B License plate recognizer 2 [2]

© Watchlist properties

Name: Type:

Blacklst Blackist -

Comnection | Query  Miscelaneous

Connection string:

B% License plate recognizer 12 fps 1 [1]
E8 LPR: logic module 2 [2]
v [ pesktops
~ [5G Desktop (Z420-LPRSYS) [1.1]
@ LPR: operator GUI 1 [1]
& media client 1 [1]
¥4 Devices (Cameras & Microphones)
o MR notfications
v 4% Integration & Automation
=3 RTSPserver 1[1]
M VB/JScript programs 1 [1]
] LPR Event for BVMS [2]
o [ Mobile & Web Servers

DATABASE=EME}DRIVER = {PostgreSQL
Unicode};PORT=5432;PWD =auto;SERVER =127.0.0. ;,UID=auto;

Build connection strin.

Export  Import

3.2 BVMS - Configuration

3.2.1 Creating virtual inputs

Recognizers  Watchlists

Search for recognized icense plate numbers in Watchlsts:

T3 Blacklist

Add... Clore... Froperties

Watchlists changes history
Log and view the Watchists changes history:

BOA dx

Remove

Configure.

oK

ENG

Cancel

Create the necessary virtual inputs in the BVMS device tree. In the example below two virtual inputs are used and named

after two cameras for which ISS SecurQOS is providing ANPR.
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Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help

g Devices @ gtar'iﬂ?g / % Schedules / r Caﬁgﬁiggnd/ & Events / j Alarms / :ﬁ User groups /
H 9 @ ¥ 2 D e

= Q Device Tree[11]
Eﬂa Enterprise System [1]
@_ Bosch Recording Station/DiBos Add Inputs Delete Inputs
- @ DVR (Digital Video Recorder)

Virtual Inputs ]

‘ Mumber 2 | MName
Loading dock camera (LPR) - Detection
-, Weorkstations | Loading dock camera (LPR) - Walchlist

@ Menitors [3]

= BB Other Devices [12]

.=
& Matrix Switches

- [ cCommunication Devices

- [ aTMFOS

@ Foyer Card Readers
Py Virtual Inputs

PA snmp

“ geed CCTV Keyboards

Add the virtual inputs to the logical tree. It is recommended to add, per ANPR camera, one virtual input which receives all
ANPR events and one virtual input which only receives and event when a watchlist is triggered.

Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help

g Devices /@ Now= et % Schedules ) % Cpmeresond ) /_f&, Events ) A s )
H 9 # x 2 @ 8 @ 83N
show/Hide[ =+ | & &3] 2 [ Logical Tree

) Device Tree [11] El VIP X1 XF Cam 1

E

5 EEI Enterprise System [1]

(5L, Bosch Recording Station/DiBos @ Loading dock camera (LPR) - Detection
(5L, DVR (Digital Video Recorder)

E Matrix Switches
@_L_ Workstations

B Moniters [31
B2 Other Devices [10]

’.ﬁ] Foyer Card Readers

2 A2 Virtual Inputs [2]
£ Loading dock camera (LPR) - Detection

----- 295 Loading dock camera (LPR) - Watchlist

----- @ Loading dock camera (LPR) - Watchlist

- B sumP

- e, CCTV Keyboards

% /0 Modules

~ H Allegiant CCL Emulation

R R T ath I TR

Al MGl Vs G imnn 11

Trigger alarms (if necessary) for the related virtual inputs. The virtual input used for receiving all ANPR events will not be
configured to raise an alarm. The virtual input which receives the watchlist events will be configured to raise an alarm.
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Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports
Devices ﬁ
g /G

H 9 ® | x 2

Settings Help

Maps and
Structure

/ % Schedules

% U =3

Elé—‘} Events and Alarms
AL, BRS/DiBos Devices

--E_ Dvr Devices

&= ONVIF Encoders

E NVR Devices

- Encoeders/Decoders
WRM Devices

™= Alegi ;
5 Allegiznt Devices

@ System Devices

[ L{:\#“ Compound Events

#{L) Schedules

- 28 Virtual Inputs
G- wap Input State

é Wirtual Input Data

[ g Backup Video Data

[ " Alarm State

(2= Authentication

- Q User Actions

[ c Operater Client Event Buttons

Debounce Settings for Virtual Input Data’

B )|

a

[ Settings for "Virtual Input Data’ ]

User groups /
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3.2.2 Creating alarms

Configure the appropriate alarm settings (alarm settings are described in the BVMS Configuration Manual).

Configuration Client (127.0.0.1, User: Admin)

System Hardware Tools Reports Settings Help

O oeim

H 92 x 3 &

/ﬁ snumure /% deisiias /@

meras a

e nd / A; Events / Ol Aems * User groups /

Trigger Alarm | Log \ Script | EventOptions_|
Hame 4 Schedule | Schedule | script |  Schedule | Text Dsts Recordi |
Loading dock camera [LF‘R] Dete.. . (%) Never <nones . (7;) Never

I . L N

- /iy Events and Alarms
.. ERSDios Devices
P, Dvr Deviess

o= ONVIF Encoders
IR 1R Devices

0= EncodersDecoders
RM Devices

B Alegiant Devices

System Devices
b Compound Events

(D) Schedules

- A Virtual Inputs
i s Input State

PN Virtuzl Input Data

3 Backup Video Data

Alarm State

Virtual Inputs - Virtual Input Data

Instant-playback can be used to allow the operator to immediately verify the incident as it is happening.

| Alarm Identity | Alarm Image Panes: More |
Device | Pricrity | Title Zl Color 1 3 4 5 Audio File | Alam Options_|
| Loading dock camera (LPR) - Watchist 3 License plate on Watchlist detected! W =500  VIPXT El
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Alarm |dentity Alarm Image Panes More
Priority | Title | Color Ty 2 Audio File | Alarm Options
20| Virtual 0.0.0

Select Image Pane Content X

Search ftem

= [, Logical Tree
L EE G
o I
(=8 Front door Camera Options

(3w Camerz 1 (1921682018 | () Live

(@) Instart playback

[ Pause playback
O Loop playback

Alam Options

[] Record this camera

< > | oK | Cancel
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4 Operation

4.1 Detecting incidents

When the watchlist is configured the BVMS alarms are visualized using the BVMS alarm management mechanism. The
license plate itself is showed and stored as Text Data.

4.2 Investigation

The logbook search or search video by event mechanism can be used to search for a specific license plate. License
plates are stored as "Data 2". The picture below shows an example of the search parameters.
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t Search Param

Filter
Default filter

Date and Time Result Count

Start Stop search when count is reached

= 200

Events
Search for all ew

Text Data
Add/Edit Data 2 = G416ALD

Remave

Alarm pricrity Search for all Record only

Search for all Force workflow

Alarm state

Auto clear

Search for all «

Remowve

Remave All

s

* iz wildcard
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